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1 Purpose and Objectives

This Policy defines how Artificial Intelligence systems are used

within the Arvedi Group, with the following objectives:

e to promote the responsible use of Artificial Intelligence in
support of work activities and to enhance safety, quality
and productivity;

e to mitigate risks to individuals, data and the Arvedi Group;

e 1o ensure compliance with applicable law and regulations
(Al Act, GDPR, safety regulations, etc.);

e ensure that all Artificial Intelligence systems are regis-
tered, assessed and approved before being used in pro-
duction.

This Policy does not deal with technical details: It is a practical

guide for all employees.

1.1 - ArlA in the context of the Policy

In the Arvedi Group the acronym ArlA (Arvedi Artificial Intelli-
gence) identifies the set of initiatives, tools, procedures and
training programmes that have been approved by the Group for
the use of Artificial Intelligence in accordance with the present
Policy.

When the acronym ArlA is applied to a system, project, training

course or a document (for example operational guidelines), it

means that :

e it has been evaluated in light of the principles and rules
set out in this Policy;

e itisintegrated into the ecosystem of ‘Arvedi approved for
Al' solutions, oriented towards personal protection, secu-
rity and compliance with regulations.

This Policy therefore provides the basic reference for every-

thing that, within the Arvedi Group, will be progressively marked

by the acronym ArlA.

1 Strelkova, O. (2017). Three types of Artificial Intelligence.
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2 Field of application

This Policy applies to:

e all companies of the Arvedi Group that have adhered to it;

o all people working for Arvedi Group, for various reasons;

o all Artificial Intelligence systems used for Arvedi Group ac-
tivities;

Any uses that are exclusively private and personal are excluded

from this Policy, not related to working activity and not carried

out through accounts or devices of the Arvedi Group.

3 What do we mean by Artificial Intelli-
gence?

In the Arvedi Group, by Artificial Intelligence we mean IT sys-
tems that, using data and rules, are able to carry out activities
similar to some human abilities: learning from experience, rec-
ognizing patterns, proposing suggestions, forecasts or sup-
porting decisions.

Artificial Intelligence is not an "autonomous brain": it is a tech-
nology designed, trained and controlled by people, which works
within the limits defined by the Arvedi Group and current regu-
lations.

Artificial Intelligence, when designed and used responsibly, re-
turns dignity to human work: its purpose is to support employ-
ees, reducing repetitive or risky activities, to improve efficiency,
safety and quality. The final responsibility for decisions always
remains human.

In the Arvedi Group, Artificial Intelligence is at the service of
the individual, not the contrary: technology supports and en-
hances human capabilities, respecting the centrality of human
being, freedom of judgement and the irreplaceable role in
choices that arise from critical thinking, knowledge and human
creativity.

3.1 - Types of Artificial Intelligence (ANI, AGI, ASI)

In the international scientific and educational literature on Arti-
ficial Intelligence, there is often mention of three major theo-
retical categories :

1. 1 ANI - Artificial Narrow Intelligence (Narrow or specific
Artificial Intelligence)
This is the most widespread form of Artificial Intelligence

today: systems designed to perform specific tasks (e.g.
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recognizing defects on a product, suggesting a text, ana- 4 Basic principles for the use of Al
lysing process data).

I ‘?'OQS not.h?clve the typica}l cggnitive.abilities of a human All uses of Artificial Intelligence in the Arvedi Group must com-
bemg, but it is very effectlvg in spemﬂc.areas and is pre- ply with the following principles:
sent in many systems used in the Arvedi Group. 1. Support, not replacement of human oversight

Artificial Intelligence supports people’s work, but strategic

2. AGI - Artificial General Intelligence (General Artificial In- decisions remain the responsibility of competent person-

telligence) ticl]
It refers to Artificial Intelligence systems able to handle a
wide range of different tasks, learning and adapting to 2. Internal Transparency

multiple contexts (e.g. general models that include texts,

Artificial Intelligence systems used in the processes are
images, code and can support different activities).

declared, traced and approved. We will avoid informal or

unshared technological introductions.
In the Arvedi Group solutions based on the concept of gen-

eral Artificial Intelligence may also be used, always within 3.
defined operational limits, with human responsibility and
appropriate controls.

Safety and human rights
Artificial Intelligence must not cause unjustified risks to
the health, safety, rights and dignity of employees, custom-

ers, suppliers or other stakeholders.
3. ASI - Artificial Super Intelligence (Superhuman Artificial

Intelligence) 4
It is a theoretical Artificial Intelligence, that would exceed

human capabilities in almost all fields (analysis, creativity,
decision-making).

Data Protection

All systems that use Artificial Intelligence in Arvedi, act in

compliance with privacy legislation (GDPR) and Arvedi

Group procedures related to the protection, management

and maintenance of personal and company data. With

specific reference to privacy legislation, such systems
must comply with the following principles:

e informed data management: those involved should be
informed in a clear and transparent manner about
their data management by ArlA;

o existence of a lawful legal basis, that legitimises the
management of personal data by ArlA;

e management of interested parties' rights regarding
privacy;

e execution of the PIA (Privacy Impact Assessment)
and/or impact assessment for processing operations
considered to be most at risk in terms of privacy;

e minimisation of processed data via ArlA .

In any case, the Arvedi Group will adopt the necessary

safety measures to protect personal data of the interested

parties, both organisational and technical.

It is a useful concept for ethical and philosophical reflec-
tion, but it does not concern the Arvedi Group's operational
applications in any way.

In the context of this Policy and activities of the Arvedi
Group, when we talk about ‘Artificial Intelligence’, we are
therefore referring to Narrow Artificial Intelligence (ANI)
solutions and to General Artificial Intelligence (AGI) solu-
tions, actually used in the Arvedi Group and always gov-
erned by responsible people, involved in controlled pro-
cesses.

On the other hand Superhuman Artificial Intelligence
(ASI) does not fall within the operational scope of the Ar-
vedi Group.

Note: the acronyms ANI, AGI, ASI are a conceptual classi-
fication widely used in scientific and educational field to
describe different possible levels of development of Arti-
ficial Intelligence; they do not derive directly from the Al
Act, or other regulations, but help to clarify in a simple way
the type of technologies with which the Arvedi Group
works.

5. Intellectual property and image
Contents and data used or generated by Artificial Intelli-
gence must comply with Copyright, patents, trademarks,
without ever damaging the image of the Arvedi Group.

6. Regulatory Compliance
The Arvedi Group undertakes to operate in compliance
with the Al Act, all other applicable laws and the ethical
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principles. that lead the company and that consider the
centrality of the individual.

5 Management of Artificial Intelligence
Systems (Project Charter Tool)

Each Artificial Intelligence system present in the Arvedi Group

is classified with one of the following risk levels, according to

the Al Act:

e Level 1 - Not allowed (categories “prohibited” under the
Al Act)
Systems falling within practices expressly defined as ‘pro-
hibited' by law (e.qg. generalized social scoring, hidden ma-
nipulation, mass biometric monitoring in forbidden con-
texts). These systems, classified as “prohibited” by the Al
Act, are not part of the Arvedi Group's activities and are
not used in the Group's activities, projects and processes.

e Level 2 - High risk (High-risk)

Systems that significantly affect physical safety, workers'
rights, access to essential services or that fall within the
cases covered by the Al Act (for example certain HR sys-
tems, quality control in critical infrastructures, etc.). These
systems are subject to specific requirements and dedi-
cated additional controls, formal assessments and spe-
cific approvals.

e Level 3 - Limited risk
Systems that interact with people or can influence deci-
sions, but with a more limited impact and human over-
sight.
These systems require transparency towards users, moni-
toring and clear rules of use.

e Level 4 = Minimal/zero risk
Internal supporting systems with low impact on people
and processes (e.g. tools for drafts, models based on data
not belonging to specific categories).
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5.1 - Project Charter - Operational projects man-
agement tool

In the Arvedi Group, the Project Charter is a summary sheet for

each individual project, used to describe the following in a

structured manner:

o the AREA (company / plant / department);

e the TOOL or solution that is the subject of the project;

e the main roles (BUSINESS PARTNER, TECHNICAL PART-
NER, CONTROLLER and PROJECT TEAM);

e elements such as business priority, critical issues, timing,
budget, expected ROI and risk impacts.

For projects envisaging the use of Artificial Intelligence, the ex-

isting Project Charter is adopted and completed with the infor-

mation required by this Policy and through the support pro-

vided by the IT competence centre. In particular, inside the Pro-

ject Charter for Artificial Intelligence projects, are always ex-

plicitly present:

e name of the system/project (TOOL field);

e company/plant/department (AREA field);

e process owner/business manager (referable to the BUSI-
NESS PARTNER/CONTROLLER fields);

e technical reference person (TECHNICAL PARTNER field);

e description of the Artificial Intelligence type and its in-
tended use (descriptive text in the content fields);

e indication of the processed data (e.g. process data, per-
sonal data, any special and/or judicial data);

e  project status (pilot / production);

e Alrisk level (1-4), in line with the classification defined by
this Policy

e (information that can be reported in the “IS RISK IMPACT"
box or in an additional dedicated field).

In this way the Project Charter remains the same corporate tool

already in use for all projects, but, when the project involves

Artificial Intelligence, it also includes the specific elements re-

quired for Artificial Intelligence governance in the Arvedi

Group.

5.2 - Commitment to a timely and up-to-date survey

In the Arvedi Group new Artificial Intelligence systems and pro-

jects are launched in the pilot or production phase only after

that:

e the Project Charter related to the individual project has
been drafted and completed;
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o arisk assessment has been carried out in line with the pre-
sent Policy (including the assignment of the risk level from
110 4).

The Project Charter is updated in the event of significant

changes of the project (e.g. transition from pilot to production,

change to the processed data or the intended use), to maintain

an up-to-date and reliable survey of Artificial Intelligence solu-

tions in place in the Arvedi Group.

6 Use of Artificial Intelligence by em-
ployees

In the Arvedi Group, the following uses of Artificial Intelligence

are considered to be in line with this Policy:

e they are approved and recorded in the (pilot or production)
inventory by the IT competence centre;

o they support work, without replacing people’s professional
skills (for example, suggestions, drafts, data analysis, de-
cision-making support);

o they do not fall within the practices classified as “prohib-
ited” by the Al Act or within the cases described in para-
graph 7,

e they do not involve the inclusion, in unauthorised Artificial
Intelligence tools, of industrial secrets, sensitive and/or ju-
dicial data, or confidential information of the Arvedi
Group.

Employees who use authorised Artificial Intelligence systems

must:

o check, with a critical spirit and competence, the accuracy
of the results, particularly when they are used in official
documents or for decisions that affect people;

o follow the operating instructions provided for the specific
Artificial Intelligence system (handbooks, guidelines, pro-
cedures) where available;

e use systems in accordance with the applicable configura-
tions and rules established by the Arvedi Group, without
ever bypassing or forcing the systems in any way.

7 Practices not in line with the values
and rules of the Arvedi Group

The Arvedi Group promotes an use of the Artificial Intelligence
based on respect for the individual, their fundamental rights
and their dignity.
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For this reason, some ways of using Artificial Intelligence re-
quire particular attention, specific authorisations, or they do
not fall within any of the allowed uses stated by the Arvedi
Group.

The members of the Arvedi Group, in compliance with legisla-

tion, corporate values and rules, are not authorized to:

e use Artificial Intelligence systems to covertly check em-
ployees (performance, movements, emotions, etc.), com-
promising the respect for the person;

e use Artificial Intelligence systems for forms of “social
scoring” that reduce an individual's assessment to an
overall score, in breach of HR procedures and fundamental
rights that consider human dignity above all;

e enter into unauthorised Artificial Intelligence tools per-
sonal data of employees, customers, suppliers, sensitive
and/or judicial data, or confidential information, business
plans, technical secrets of the Arvedi Group;

e generating or altering contents using Artificial Intelligence
(text, images, audio, video) to represent as “real” some-
thing that is not (deepfake) without the necessary warn-
ings, or information that could lead to misunderstandings
or reputational damages to persons and to the Arvedi
Group;

e  Starting tests with Artificial Intelligence using infrastruc-
tures of the Arvedi Group without informing your responsi-
ble, record the project in the Project Charter and carry out
at least the preliminary risk screening envisaged by the
procedure.

Any exceptions or special situations are evaluated on a case-
by-case basis and shared with the relevant functions, to ensure
that the use of Artificial Intelligence always remains consistent
with regulations and the Arvedi Group's values.

8 Data, confidentiality and intellectual
property

1. In addition to complying with the GDPR and internal data
protection procedures (paragraph 4.4), when using Artifi-
cial Intelligence systems based on third-parties data or
models, it is appropriate to check this with the IT/Legal
Department:

e where the data are processed (Countries, Cloud ser-
vices, suppliers management);

e which guarantees are in place for Copyright, liability
and compensation in the event of claims.
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2. Contents generated by Artificial Intelligence must be 9 Roles and responsibilities
checked before external use. Such contents:
o they must not breach third parties rights (trademarks, Arvedi Group Top Management
Copyright, etc.); Top Management and CISO Committee
e They must be identified as having been generated by o approve the Policy and support its implementation;

Artificial intelligence, to ensure transparency. o define priorities and resources for Artificial Intelligence

governance.

Control Function (IT Competence Centre)

e maintains the inventory of Artificial Intelligence systems;

e coordinates risk assessments;

e supports business functions in classifying systems into
the 4 risk levels;

e  proposes possible updates of the Policy.

Control functions (IT Competence Centre, Legal/Compliance,

HR)

e to contribute to the assessment of risks and mitigation
measures;

o define specific rules for their respective areas (e.g. IT se-
curity, privacy, health and safety, human resources man-
agement).

CISO Committee

e encourages the fact, that the Artificial Intelligence sys-
tems in the company are surveyed and classified;

e promotes compliance with this Policy amongst its employ-
ees.

All employees of the Arvedi Group

e use Artificial Intelligence systems in accordance with this
Policy;

e do not independently introduce unauthorised Artificial In-
telligence systems;

e report potential anomalies, serious mistakes or uses that
are inconsistent with this Policy and the values of the Ar-
vedi Group.
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10 Incidents reporting and management

The Arvedi Group handles reports according to the rules de-
fined in the Arvedi Group, providing - where necessary - correc-
tive actions and communications to the competent authorities,
ensuring confidentiality and protection for those who report in
good faith.

Following a non-exhaustive list of situations that may generate

areport

e uses of Artificial Intelligence that are inconsistent with
this Policy;

o malfunctions and mistakes of Artificial Intelligence that
have caused or may cause damages to people, processes,
equipments, customers, suppliers;

e potential privacy issues or Copyright infringement (intel-
lectual property rights) related to the use of Artificial Intel-
ligence.

11 Training and Awareness-raising

The Arvedi Group supports training and awareness-raising ac-

tivities based on individual roles:

e basic training for all employees on the responsible use of
Artificial Intelligence;

e specific training for those who develop, configure or man-
age Artificial Intelligence systems;

e periodic updates in the event of regulatory, technological
or organizational changes.
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12 Effective date and update

The present Policy takes effect from the date of approval by

the Management of the Arvedi Group and:

e constitutes a common framework for all employees, who
are required to comply with its principles as outlined in
paragraph 2;

o this Policy is subject to periodical reviews, particularly in
relation to the development in the Al Act and other appli-
cable regulations.
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